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Setting The Right Expectations

Al IS NOT MAGIC
But it is a POWERFUL WEAPON for DFIR
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Our Objective

#RSAC

This talk & our DS4N6 work aims at helping
you incorporate Al to your DFIR Arsenal
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#RSAC

The Road So Far

DS4AN6 |

www.ds4n6.io

ds4n6_lib
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The Road So Far...
SANS DFIR SUMMIT 2020

(one)
efecurity
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https://youtu.be/SzcPRx_LNjk

#RSAC

ML for DFIR

Oooooh... ML is not good at detecting Malicious Activity! :(

Classification
Clustering
Prediction
Noise Filtering

Anomaly Detection

* Understanding the Big

ML iS gOOd/ Picture

* In complex scenarios

User| at * With many variables

* In a very specific field

r\ OO
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Methodology Overview

ML Anomaly
N %

DFIR Tools

(q:@) 7 RSAConference?2021



#RSAC

Today’s Big Question

Would we be able to detect

AN UNKNOWN ATTACK
e.g. SolarWinds

Without |OCs
Just by Multi-Artifact ML Anomaly Analysis .

(one)
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DAML Methodology Workflow

DFIR

ML

ML - HUNT

(one)
efecurity

Identify & Research
Techniques

Fine-Tune ML

Load data

Map Techniques to

Artifacts /
Detection

Techniques

‘ Evaluate Detection ‘

Apply ML
functions

Select / Collect

Artifacts

Inject Attack With

ML

Pivoting

#RSAC

Process Artifacts

ML Design

CTI Platform

Manual Analysis
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#RSAC

DAML Methodology Workflow

Map Techniques to

Identify & Research Artifacts / Select / Collect Process Artifacts
DFIR Techniques Detection Artifacts

Techniques
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Select Techniques

https://attack.mitre.org

red @cnnury

2020 Threat Detection Report
]

Process Injection (17% of total threats)

Scheduled Task (13%)

Windows Admin Shares (13%)

PowerShell (12%)

Remote File Copy (9%)

T1055

T1053

T1077

T1086

T1105

https://redcanary.com/threat-detection-report/techniques/

P g

efecurity

MITRE

DFIR

ATT&CK.

ID: T1053

Sub-techniques: T1053.001, 7]
T1053.006

Tactics: Execution, Persistence]
Platforms: Linux, Windows, md
Permissions Required: Admi

Effective Permissions: Admir|

Data Sources: File monitoring,

ID: T1569.002

Sub-technique of: T1569

Tactic: Execution

Platforms: Windows

Permissions Required: Administrator, SYSTEM

Data Sources: Process command-line parameters, Process monitoring, Windows
Registry

Supports Remote: Yes
Version: 1.0

Created: 10 March 2020

Last Modified: 28 March 2020

monitoring, Windows event logs

Supports Remote: Yes

CAPEC ID: CAPEC-557

Contributors: Alain Homewoo
Prashant Verma, Paladion; Travi

Version: 2.0
Created: 31 May 2017
Last Modified: 14 October 202

ID: T1021.002
Sub-technique of: T1021
Tactic: Lateral Movement
Platforms: Windows

System Requirements: SMB enabled; Host/network firewalls not blocking SMB ports
between source and destination; Use of domain account in administrator group on
remote system or default system admin account.

Permissions Required: Administrator, User

Data Sources: Authentication logs, Process command-line parameters, Process
monitoring, Process use of network

CAPEC ID: CAPEC-561
Version: 1.0

Created: 11 February 2020
Last Modified: 23 March 2020

11
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https://attack.mitre.org/
https://redcanary.com/threat-detection-report/techniques/

Big Question

efecurity

SolarWinds incident uses T1053.005
Which is Red Canary top 2!

Name

TTP
Command and Scripting Interpreter: PowerShell
Command and Scripting Interpreter: Windows Command Shell

Signed Binary Proxy Execution: Rundll32

Event Triggered Execution: Windows Management Instrumentation Event Subscription
IR PRI Impair Defenses: Disable or Modify Tools

mpair Defenses: Disable Windows Event Logging

Impair Defenses: Disable or Modify System Firewall

Masquerading
ARDEGRINES Masquerade Task or Service

ARDEDERN Masquerading: Match Legitimate Name or Location

agement Instrumentation

Scheduled Task/Job: Schedule@

Command and Scripting Interpreter,

12
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#RSAC

Research Techniques
T1053.005

Remote Scheduled Task Creation [ Task Scheduler Service \

The Task Scheduler service allows you to perform automated tasks on a chosen computer. With this service, you can

{"SourceName
Metadata "ProviderGuid
"Level":"@",
'0x8020000000000000" ,
:"Security",
"Hostname": "WORKSTATIONS. theshire.local”,
"TimeCreated 2020-12-19T06:59:28.410Z",
"@timestamp”:"2020-12-19T06:59:28.410Z",
"EventID":5158,
"Message":"The Windows Filtering Platform has permitted a bind te a local pert.\r
. \n\r\nApplication Information:\r\n\tProcess ID:\t\t31@8\r\n\tApplication Name:\t\
Creation Date 2020/12/19 \devicegsharddiskunlumez\\winduwsaZure\\guestagent_z.7.41491.1225_2923—11—39_3953
05\\guestagent\\windowsazureguestagent.exe\r\n\r\nNetwork Information:\r\n\tSourc
e Address:\t\t@.6.8.8\r\n\tSource Port:\t\t56581\r\n\tProtocol:\t\t6\r\n\r\nFilte
Modification Date  2020/12/19 r Information:\r\n\tFilter Run-Time ID:\te@\r\n\tLayer Name:\t\tResource Assignmen
t\r\n\tLayer Run-Time ID:\t36",
"Task":"12810",

"Microsoft-Windows-Security-Auditing”,

schedule any program to run at a convenient time for you or when a specific event oceurs.
"{54849625-5478-4994-a5ba-3e3b0328c30d}",

Task Scheduler Service Remote Protocol

* RPCServer
o Name: [TaskSchedulerService
e UUID: 86d3594%-85c2-4044-b424-db263231fd0c
@ FilePath: C\Wwindows\System32\schedsve.dll

Author RobertoRodriguez @Cyb2rwardOg

Microsoft-Windows-TaskScheduler/Operational Logs

EventlD 140: Task Rergistration Updated

Tactics ['TAD002, ' TAODD3, TAOD04, TADDOS'] \\device\\harddiskvolume2\\windowsazure\\guestagent_2.7.41491.1005 . « EventlD 100: Task Started
2020-11-30_095005\\guestagent\\windowsazureguestagent.exe", RobertoRodriguez @Cyb3rwardOg « Event/D201: Action Completed
"SourceAddress":"0.6.6.8",
. § ; "SourcePort”:"56581", * Event|D201: Task Completed
Technioues (710530051 + EventlD 111: Task Terminated
* Event|D332: Launch request ignored. Instance already running
Tags None

\ https://threathunterplaybook.com

Adversary View

( sigma / rules / windows / other / win_rare_schtask_creation.yml
PS C:\windows\system32> C:\Windows\system32\cmd.exe /C schtasks /create /F /tn "\Microsoft\Windows\ o
SUCCESS: The scheduled task "\Microsoft\Windows\SoftwareProtectionPlatform\EventCacheManager" has ¢ . o | b=
22 tines (22 &

AN

PS C:\windows\system32>

587 Bytes

Datasets Downloads

vs rare scneuled task cresticns. Typleally sof

Dataset
Type Link
Host https://raw.githubusercontent.com/OTRF/mordor/master/datasets/small/windows
flateral_movement/host/schtask_create.zip The M 0 rd 0 r PFOJ ect
£0) by Testhame < 3
Network https://raw.githubusercontent.com/OTRF/mordor/master/datasets/small/windows

https://mordordatasets.com

/lateral_movement/network/schtask_create.zip

\ https://github.com/Neo23x0/sigma )
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https://threathunterplaybook.com/
https://github.com/Neo23x0/sigma
https://mordordatasets.com/

Research Techniques
T1053.005

efecurity

Hunt Evil

OIGTAL FORENSICS . INCIENT RESPONSE Find Evil - Know Normal

Use the information below as a reference to know what's norn

REGISTRY FILE SYSTEM

W security.evtx B5ShimCache - SYSTEM B amCache.hve - u prefetch - ©: \Windows\Prefetch'
* 4648 - Logon specifying alternate =  *at_exe First Time Executed *at.exe-[hash}.pf
credentials * gschtasks. exe *at.axa * schtasks.exe- (hash} .pf
= Current logged-on User Name *schtasks.exe

u BAM/DAM - sYSTEM - Last
= Alternate User Name Time Executed

= Destination Host Name/|P
= Process Name

*at.exe
* achtasks.exe

at \\host 13:00 "c:\temp\evil.exe"
schtasks /CREATE /TN taskname /TR c:\temp\evil.exe /SC once /RU “SYSTEM" /ST 13:00 /S host /U username
e e —— T

EVENT LOGS FILE SYSTEM
H security.evtx Cheduled task created Tz H File Creathes
* 4624 Logon Type 3 . :.mz Scheduled task updated *Microsoft\Windows *evil .exe
= Source IP/Logon User Name + 4699 - Scheduled task deleted NT\CurrentVersion\ « Job files created in
* 4672 + 4700/4701 - Scheduled task Schedule\TaskCache\Tasks ~ c:\Windows\Tasks
= Logon User Name enabled/disabled *Microsoft\Windows + XML task files created in
= Logon by a user with EMicrosoft-Windows-Task NT\CurrentVarsion\ C€:\Windows\System32\Tasks
administrative rights SchedulerkdMaintenance . avtx Schedule\TaskCache\Tree\ = Author tag under "Registrationinfo”
= Requirement for accessing «106 - Scheduled task created m ShimCache - SYSTEM can identify:
default shares such as c$ and *140 - Scheduled task updated *avil.exe * Source system name
pLn =141 - Scheduled task deleted B AmCache . hve — + Creator username
+200/201 - Scheduled task First Time Executed o Prefetch - €: \Windows\Prefetch',
executed /completed tavil.exe sevil.exe-{hash}.pf

https://www.sans.org/security-resources/posters/dfir/hunt-evil-165

DFIR

#RSAC
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https://www.sans.org/security-resources/posters/dfir/hunt-evil-165

#RSAC

Map Techniques to Artifacts / Detection
Techniques

W q author: Samir Bousseaden .
PS C:\windows\system32> C:\Windows\system32\cmd.exe /C schtasks /create /F /tn "\Micro:

h MFT ﬁ date: 2019/04/03 SUCCESS: The scheduled task "\Microsoft\Windows\SoftwareProtectionPlatform\EventCacheM;

references: PS C:\windows\system32>
l v

title: Persistence and Execution at Scale via GPO Scheduled Task
id: a8f29a7b-b137-4446-80a0-bB0427213da2

Adversary View

description: Detect lateral movement using GPO scheduled task, usually used to deploy ransomware at scale

- https://twitter.com/menasecl/status/1106899890377052160
https://www.secureworks.com/blog/ransomware-as-a-distraction

tags:
- attack.persistence
attack.lateral_movement

Explore Mordor Dataset

- attack.t1053 # an old one PRRT : :
 attack £1053. 965 Initialize Analytics Engine
logsource: from openhunt.mordorutils import = ID
product: windows spark = get_spark()
service: security
definition: 'The advanced audit policy setting "Object Access > Audit Detailed File Share" must be conTigured for Success/Failure’
getection: Download & Process Mordor File
selection:
EventID: 5145 mordor_file = "https://raw.githubusercontent.com/0TRF/mordor/master/datasets/smatl

ShareName: “\W*\SYSVOL registerMordorSQLTable(spark, mordor file, "mordorTable")

RelativeTargetName: '*ScheduledTasks.xml'
Accesses: '*WriteData™'

[+] Processing a Spark DataFrame..

condition: selection [+] DataFrame Returned !

falsepositives: [+] Temporary SparkSQL View: mordorTable
- if the source IP is not localhost then it's super suspicious, better to monitor both local and remote changes to GPO scheduledtasks

level: high

\. J . J
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DFIR

Collect / Process Artifacts

- —~
SIEM [ ) /- ~
- e Eric Zimqﬁﬁrman's
splunk >
\_ J
|
— . )
EDR X
CROWDSTRIKE ‘\/\OIJQ;I.ITY
Q) - — JSON / CSV
1 )
v <OFireEye Sleuthkit/Autopsy
Velociraptor
: ) &
Forensic [ h @
Agent ’3 @ GRR Kevin Krause
F-Response

zzosquery H davehull/ Kansa E
one) /N -
efecurity
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#RSAC

DAML Methodology Workflow

ML Fine-Tune ML ‘ Evaluate Detection ‘ Inject AR}I?_Ck With ‘ ML Design
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DS Harmonization (HAM)

VS

ML Feature Engineering (HML)

#RSAC

ML

Philosoph

p
Flexibility (many Bring artifacts however Process artifacts with Compatible with all tools
customers, many realities) Open Source you want whatever you want (plaso, kansa, kape,
' YourCoolTool™)

-

Raw

8 /SAttrDef (SFILE_NAME)|4-48-2|r/rr-xr-xr-x|48]0|82]1508354468| 1508354468 | 1508354468 | 1508354468

8] /SAttrDef|4-128-4|r/rr-xr-xr-x|48|0|2560 | 1568354468 | 1568354468 | 1508354468 | 1508354468

0| /5BadClus (SFILE_NAME)|8-48-3|r/rr-xr-xr-x|0|0|82]1508354468| 1508354468 | 1508354468 | 1508354468

0| /$BadClus|8-128-2| r/rr-xr-xr-x|@]0|0| 1508354468 | 1508354468 | 1508354468 | 1508354468

8] /$BadClus:$Bad|8-128-1|r/rr-xr-xr-x|6|8]20948447232 | 1508354468 | 1508354468 | 1508354468 | 1508354468

8] /$Bitmap (SFILE_NAME)|6-48-2|r/rr-xr-xr-x|6]6|88| 1508354468 | 1508354468|1508354468| 1588354468

0| /SBitmap|6-128-4|r/rr-xr-xr-x|@|8|639296| 1588354468 | 1508354468 | 1508354468 | 1508354468

0] /$Boot (SFILE_NAME)|7-48-2|r/rr-xr-xr-x|48|8|76|1508354468 | 1508354468 | 1508354468 | 1508354468

8] /$Boot|7-128-1|r/rr-xr-xr-x|48]|8]8192| 1508354468 | 1508354468 | 1508354468 | 1508354468

8| /SExtend ($FILE_NAME)|11-48-3|d/dr-xr-xr-x|0|0|80]1508354468| 1508354468 | 1508354468 | 1508354468

8 /SExtend|11-144-4|d/dr-xr-xr-x|8|8|656] 1508354468 | 1508354468 | 1508354468 | 1508354468

8 /SExtend/Sheleted (SFILE_NAME)|24-48-1|d/dr-xr-xr-x|0|6]82| 1508354469 | 1508354469 | 1508354469 | 1568354469
8 /SExtend/Sheleted|24-144-2|d/dr-xr-xr-x|0|6]48| 1568354469 | 1508354469 | 1508354469 | 1508354469

8| /SExtend/S0bjId (SFILE_NAME)|26-48-1|r/rr-xr-xr-x|0|@|78]1508354469| 1508354469 | 1508354469 | 1508354469
8] /SExtend/S0biId:$0|26-144-5|r/rr-xr-xr-x| 08| 56| 1508354465 | 1508354469 | 1508354469 | 1508354469

8 /$Extend/SQuota (SFILE_NAME)|25-48-1|r/rr-xr-xr-x|8]0|78]1508354469| 1508354469 | 1508354469 | 1508354469
8] /SExtend/SQuota:$0|25-144-3|r/rr-xr-xr-x|0]6]88| 1588354469 | 1568354469 | 1568354469 | 1508354469

8| /SExtend/SQuota:$Q|25-144-2|r/rr-xr-xr-x|0|0]208] 1508354469 | 1508354469 | 1508354469 1508354469

0| /$Extend/SReparse (SFILE_NAME)|27-48-1|r/rr-xr-xr-x|0|0]82| 1508354469 | 1508354469 | 1508354469 | 1508354469
8| /$Extend/SReparse:SR|27-144-5|r/rr-xr-xr-x|8]8|56] 1508354469 | 1508354469 | 1508354469 | 1508354469

HAM

4 DataType categqory
4 Orchestrator category
04 Tool category
04 Plugin category
04 Hostname category
MTStampEpoch floatbd
MTStamp datetimedd [ns]
MTStampDate ohject
MTStampTime ohject
MT5tamphow ohject
ATStampEpoch floathd
ATStamp datetimeéd[ns]
ATStampDate object
ATStampTime object
ATStampDow object
CTStampEpoch floatbd
CTStamp datetimasd [ns]
(T5tampDate ohject
CTStampTime ohject
(T5tampDow ohject
Size Int6d
Meta Inté4
Type object
FilePath ohject
FileName ohject
FileStem ohject
FileExtension ohject
ParentPath ohject
ParentName ohject
PathSeparator object
FilePath-Hash Intéd
FileName-Hash Int64
FileStem-Hash IntG4
ParentPath-Hash Int6d
ParentName-Hash Int6d

Feature HML
SEIECtion Hostname category

FilePath object
MT5tampDate object
MTStampTime object
ATStampDate object
ATStampTime object
(T5tampbDate object
CT5tampTime object
Size inthd

Feature
Engineering

J

efecurity
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ML

AutoEncoders for Anomaly Detection
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Encoder Decoder

' Latent ' - =

it Variable LR
7/"/7; | Hidden layer 2 Hidden layer 1 A NN

/ / yer idden layer \\
/ \

/ Encoder Decoder \

Hidden layer 1 Hidden layer 2 : \

Source:

( ) https://towardsdatascience.com/extreme-rare-event-classification-using-autoencoders-in-keras-a565b386f098
efecurity
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EventlD: 200 () \

Computer: mycomputer

AtName: TaskRegisteredEvent

:.II"\ :‘\;
TaskName: Task01 ‘\"-‘\‘?i'-'\

Ab !

AtUserlID: S-1-5-211234...
AR

ActionN 02 : X‘%“tﬁ
ctionName: program exec > 4N
ProBTEITE N NG

AR
‘/‘ ;(i ’A":\&.
17 v,

Encoder
Hidden layer 2

Encoder
Hidden layer 1

Hostname: mycomputer

Input

(one)
efecurity
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AutoEncoders for Anomaly Detection

4 211/
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Decoder
Hidden layer 1

Decoder
Hidden layer 2 :

Input

#RSAC

ML
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Standard (Vanilla) AutoEncoders

The elephant VS the cat

#RSAC
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LSTM AutoEncoder "

The right cat at the wrong time
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Inject Attack With ADAM -
The DS4N6 ADversAry eMulator

title: Sheduled Task Jobs

name sheduled_task_ joks

idi B27E3ead-b3Ia0-4365-910d-36cfF48707ES

statusi experimental

descriptiont Adversaries may abuse the Windows Task Scheduler to perform task scheduling for initial or recurring execution of malicious code,
references)

tags:

date

httpsiddattack, mitre,orgr/technigues/T1053

attack,persistence
attack,t1063
attack,tl053, 005
2021/02402

authori Jess Garcia

Sourced

- typei

datatypel evkx—ham
dfnamei tskopewtxdf
ok jtype: df

copycond: 'EwentID_ == zZoo!
columnzt [EwentID_, Computer_. AtHame_ . TaskMHame_ . AtUserID_. ActionHame_ . ResultCode_, UserHC_ , Hosztname_1
rowt [ Rl "EEcomputerEi" . "E¥atname®E", "SA\EEtasknamedE" . "E¥atuseridEE", "E¥actionnameiE", "E¥resultcodeXi", "EEuserncEE", "E¥computer#E"]

resequencecoli 'EwentRecordID!
sorti 'EwentRecordID’

- typei

datatypei flist-ham

dfnamei tskflistdf

ok jtype: df

copycondd any

columnzt [Hosthame_, FilePath_. MTStamplhate_, ATStamplate_, CTStamplate_, Size_1]

ol ["¥¥hostnamel®" . "HEFilepath#®", "Ei¥mtstampdated®", "EiatstampdateX®", "¥¥ctstampdatedE", "Ei¥size®E" 1
zort: 'MTStampDate_[

* Executing rule: scheduled task jobs ...

Title:

Sheduled Task Jobs

Status: experimental
Description: Adwversaries may abuse the Windows Task Scheduler to perform task scheduling for initial or recurring execution of maliclous code.

Date:

2821782082

+ Building tskflistdf
- Injection Done.

(11332, @l
Hosiname  FilePath_ MTSiampDate  ATStampDate  CTStampDate Size
11331 victimcomputer  \EvilTask 2021-02-01 2021-02-01 2021-02-01 GEEEEREGEEE

efecurity 2 3

#RSAC

ML
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Evaluate Detection

Simple AutoEncoder

( efecurity )

24

25 1

020 4
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010 -

005
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#RSAC

ML

Long Short-Term Memory AutoEncoder
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a 5000 10000 15000 0000 25000 FH0I0
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DAML Methodology Workflow

DFIR
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ML

ML - HUNT

(one)
efecurity

Load data

CTI Platform

N 4
Apply ML ..
functions Pivoting
) \,
25

Manual Analysis

#RSAC
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Pivoting and MISP/Manual analysis

-

Evtx

~

-

File List

~

26
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#RSAC
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Threat Sharing
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(one)
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DEMO Technique & Artifacts

We will focus our search on MITRE T1053.005 (Scheduled Tasks)

ID: T1053.005
Sub-technique of: T1053

EVENT LOGS

* 4698 - Scheduled task created
* 4702 - Scheduled task updated

Hsecurity.evtx u

* 4624 Logon Type 3
= Source IP/Logon User Name
* 4672
= Logon User Name
= Logon by a user with
administrative rights
= Requirement for accessing
default shares such as c$ and
ADMINS

Tactics: Execution, Persistence, Privilege Escalation

Platforms: Windows

Permissions Required: Administrator

EMicrosoft-Windows-Task
Scheduler%4Maintenance.evtx

+106 - Scheduled task created
* 140 - Scheduled task updated
* 141 - Scheduled task deleted

+200/201 - Scheduled task
executed/completed

Data Sources: File monitoring, Process command-
line parameters, Process monitoring, Windows event
logs

Supports Remote: Yes

Version: 1.0

AmCache.hve —

FILE SYSTEM

m File Creation
*evil.exe

3 _

* XML task files created in
C:\Windows\System32\Tasks

under "Registrati
can identify:
- Source system name
« Creator username

m Prefetch = c: \Windows\Prefetch)
*evil.exe-{hash} .pf

REGISTRY

SOFTWARE

*Microsoft\Windows
NT\CurrentVersion\
Schedule\TaskCache\Task

*Microsoft\Windows
NT\CurrentVersion\
Schedule\TaskCache\Tree'

ShimCache - SYSTEM
*evil .exe

First Time Executed
*taevil .exe

Created: 27 November 2019
Last Modified: 24 March 2020
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DEMO Data

#RSAC

4 )
S 30 days of real world 100 224,206 Lﬁ 23,810,954
production server data servers events l_ files
\ J
4 )

& SolarWinds Scheduled Tasks injected in real world data
EVTX:
Ca) TaskScheduler/Operational.evtx — EventIDs: 106, 140, 200, 201
L
File Listing (fls / mactime):
C:\Windows\System32\Tasks\
- J

(one)
efecurity 29
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Analyst Capabilities (Resources)

-

\_

| have capabilities (analysts) to analyze

the top 100 anomalies

~

J

one)

efecurity

-

| will detect the SolarWinds
Attack if the malicious task is in
the top 100 anomalies

~

J

#RSAC
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Demo Phases

#RSAC

1. “Feel the Vanilla Autoencoder Force”
* Unique combination of features (time not taken into account)
* Artifacts: evtx - ScheduledTasks/Operational - 200

\_

[ 2. Vanilla AutoEncoder on T1053.005 evtx + PIVOTING ON file listing
* Unique combination of features (time not taken into account)
e Artifacts:
1. evtx - ScheduledTasks/Operational — 106, 140, 200, 201
2. File Listing (fls/mactime): C:\Windows\System32\Tasks

VAN

4 3. LSTM AutoEncoder

* Unique combination of features + Time Sequence
* Artifacts: evtx - ScheduledTasks/Operational — 106, 140, 200, 201

\_

AN

J

(one)
efecurity 31
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Demo Phase 1
Feel The ‘Vanilla Autoencoder’ Force

#RSAC

[Characteristics
Vanilla Autoencoder
 Unique combination of features (time not taken into account)
e Artifacts:
e evtx - ScheduledTasks/Operational - 200

uP

}l‘ \'\‘ILI f H |
ey N Lw‘ 'L

24 | |
|

{ILIE ) | | | |
I NI [ L1 S it 1]

M | LT R TR | 01 W AN
ANATE AT JUTIV W VU TUrgmy U WU | U

m
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;f File Edit Wiew Run Kernel Tabs Settings Help

. [A] 90-RSA_DEMO-PHLl.ipynb @
B + X O » m C » Code

RSA CONFERENCE - DEMO - PHASE 1

. scenario = "evil wvery unigque" # { evil very unique | evil not so unique? | average }

PREPARATION

U « B

EXECUTION

# [RSA-DEMO] MODEL EXECUTION - SIMPLE AUTOENCODER

“1: mldf.shape

“1: mlnotsunigdf.shape

: anomdf, lossdf = find_anomalies ml{traindf=mlnotsuniqdf, preddf=mlnotsunigdf, model filename=model filename, model_type="simple autoencoder", evilg
(3

1 M 28 & Python 3| Busy Saving completed Mode: Command @& Ln1 Coll 90-RSA_DEMO-PHL.ipynb



#RSAC

Demo Phase 1
Feel The ‘Vanilla Autoencoder’ Force

1. Very Unique -> Top 30 \
2. Not So Unique -> Top 300
3. Average -> Top 3000

(QD?) 34 RSAConference?021



#RSAC

Phase 2
Solarwinds - Vanilla Autoencoder On T1053.005

Evtx + PIVOTING ON File Listing

/Vanilla Autoencoder on T1053.005 evtx + PIVOTING ON file listing \

(This represents the 20% top anomalies)
* Unique combination of features (time not taken into account)

* Artifacts:
1. evtx - ScheduledTasks/Operational — 106, 140, 200, 201
\ 2. File Listing (fls/mactime): C:\Windows\System32\Tasks /

What we will do:
1. Find anomalies on the ScheduledTasks/Operational evtx
2. Filter the full file system list for all 100 servers to select only the files related to the
anomalies
3. Find anomalies in that subset of files

\_ | J

(QD?) 35 RSAConference?021




File Edit

View Run Kemnel Tabs Settings Help

O «© B O =

- I (*]:

0o M5 &

M 90-RSA_DEMO-PH2A-v1.1.i@

s

B+ X O » m ¢ » Code v 4 ® Python3 @

RSA CONFERENCE - DEMO - PHASE 2-A - SOLARWINDS - PIVOTING
PREPARATION

EXECUTION (evtx Tasks)

mlnotsunigdf.shape

anomdf, lossdf = find anomalies ml{sanitize=True, traindf=mlnotsuniqdf, preddf=mlnotsunigdf, model filename=model filename, model type="simple auto
3

POST

Mo Kernel | Busy Saving completed Mode: Command @& Ln1,Col44 90-RSA_DEMO-PH2A-v1.1l.ipynb

-




#RSAC

Demo Phase 2 — Solarwinds — Results — Individually

[ Unique Task evtx events: 8,465 ]

Detection: Top 2000

[ Unique Task files: 6,593 ]

Detection: Top 2000

S curicy ) 37 RSAConference?021



#RSAC

Demo Phase 2 — Solarwinds — Results — Pivoting

(one)
efecurity

-

\_

N
Unique Task files: 6,593
25% Task evtx anomalies: 2,116
Pivoting filtered Task files: 735
y,
Detection: Top 100
38 RSAConference?2021
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Phase 3
Solarwinds - LSTM Autoencoder

/I.STM AutoEncoder )
* Unique combination of features + Time Sequence
e Artifacts:
e evtx - ScheduledTasks/Operational — 106, 140, 200, 201
\_ J
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~ File Edit View Run Kemel Tabs Settings Help
[ Launcher ® | [A] 90-RSA_DEMO-PH3.ipynb @
B+ X 0O » m C » Code ~ 4 R pPython3 @

0 «© B O =

I L]

1 B 28 {ak

RSA CONFERENCE - DEMO - PHASE 3 - SOLARWINDS - LSTM
PREPARATION

EXECUTION

print{"Start Date: "+str{mldf.head(1)['Timestamp '].values[@]})

print{"End Date: "+strimldf.tail(1)[ 'Timestamp '].values[B8]))
print("No.Days: "+stridays_to filter))
print{""}

anomdf, lossdf = find_anomalies ml{traindf=mlnotsdf, preddf=mlnotsdf, model type="lstm autoencoder"”, evilqueryfield=evilqueryfield, evilguerystring

[

POST

Python 3 | Busy Saving completed Mode: Command & Ln1,Coll 90-RSA_DEMO-PH3.ipynb

-




#RSAC

Phase 3 - Results

[ Unique events: 224,206 ]

Detection: Top 10 -> ACTUALLY 0 !!!

After this process, we can PIVOT as we did on Phase 2 (if needed)
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#RSAC

Summary
N\ I'd R
Everything you've seen here is open DS4NG The ds4né_library is open source
source and allows you to apply this
The processing is based on open source methodology to multiple types of
tools (Plaso, etc.) artifacts
J J
FORTUNE All the analysis you've seen has
0 been performed on Real World We want ML to become one more
Data from a partnering Fortune 500 tool in your arsenal
[ company. SO IT WORKS!
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(one)

#RSAC

Al IS NOT MAGIC
But itisa POWERFUL WEAPON for DFIR
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Apply

Run ML Models
on Processed
Artifacts Data

MITRE
ATT&CK. 4

Collect and
process artifacts

Select ATT&CK
Techniques &
Learn DS/AI Artifacts
foundations at
Download the ds4né6.io

DAISY VM (or
Install Anaconda)

(Qn?) 44 RSAConference?021



VISIT:

ds4n6.io/rsac21

for references & details

fRS/\TonferenceZOZlé

Thank You!

#RSAC



