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Setting The Right Expectations

AI IS NOT MAGIC 
But it is a POWERFUL WEAPON for DFIR
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Our Objective

Evolve

This talk & our DS4N6 work aims at helping 
you incorporate AI to your DFIR Arsenal

Analysis Tools

DFIR Today

EVTX PF REGS

WEB MEM $MFT

. . .
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The Road So Far

ds4n6_lib

D4ML

HAM

ADversAry 
eMulator

DAISY VM

www.ds4n6.io
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The Road So Far…
SANS DFIR SUMMIT 2020

AUTOENCODERS FOR MALICIOUS LOGON DETECTION

youtu.be/SzcPRx_LNjk
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https://youtu.be/SzcPRx_LNjk
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Oooooh... ML is not good at detecting Malicious Activity! :(

ML is good/
useful at

Used for

• Understanding the Big 
Picture

• In complex scenarios
• With many variables
• In a very specific field

• Classification
• Clustering
• Prediction
• Noise Filtering

• Anomaly Detection

TH DFIR CTI

ML for DFIR

Hunt 
Evil?
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Methodology Overview

Reg

Pf

MEM

$MFT

EVTX

Logs

SIEM

EDR

DFIR Tools

ds4n6_lib
.HAM

AnomalyML

D4ML
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Today’s Big Question

Would we be able to detect

AN UNKNOWN ATTACK 
e.g. SolarWinds

Without IOCs
Just by Multi-Artifact ML Anomaly Analysis
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D4ML Methodology Workflow

Identify & Research 
Techniques

Map Techniques to 
Artifacts / 
Detection 

Techniques

Select / Collect 
Artifacts

Process Artifacts

ML Design
Inject Attack With 

ML
Evaluate DetectionFine-Tune ML

Apply ML 
functions

Load data Pivoting

CTI Platform 

Manual Analysis

DFIR

ML

ML - HUNT
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D4ML Methodology Workflow

Identify & Research 
Techniques

Map Techniques to 
Artifacts / 
Detection 

Techniques

Select / Collect 
Artifacts

Process Artifacts

ML Design
Inject Attack With 

ML
Evaluate DetectionFine-Tune ML

Apply ML 
functions

Load data Pivoting

DFIR

ML

ML - HUNT

CTI Platform 

Manual Analysis
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Select Techniques
https://attack.mitre.org

https://redcanary.com/threat-detection-report/techniques/

DFIR ML HUNT
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https://attack.mitre.org/
https://redcanary.com/threat-detection-report/techniques/


#RSAC

12

Big Question
SolarWinds incident uses T1053.005

Which is Red Canary top 2!
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Research Techniques
T1053.005

https://threathunterplaybook.com

https://github.com/Neo23x0/sigma

https://mordordatasets.com

DFIR ML HUNT

https://threathunterplaybook.com/
https://github.com/Neo23x0/sigma
https://mordordatasets.com/
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Research Techniques
T1053.005

https://www.sans.org/security-resources/posters/dfir/hunt-evil-165

DFIR ML HUNT

https://www.sans.org/security-resources/posters/dfir/hunt-evil-165


#RSAC

15

Map Techniques to Artifacts / Detection 
Techniques 

EVTX PF

REG WEB

MFT

DFIR ML HUNT
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Collect / Process Artifacts

SIEM

EDR

Forensic
Agent

DFIR ML HUNT

JSON / CSV
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D4ML Methodology Workflow

Identify & Research 
Techniques

Map Techniques to 
Artifacts / 
Detection 
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ML
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Philosophy

Flexibility (many 
customers, many realities) Open Source

Bring artifacts however 
you want

Process artifacts with 
whatever you want

Compatible with all tools 
(plaso, kansa, kape, 

YourCoolToolTM)

DS Harmonization (HAM)
vs
ML Feature Engineering (HML)

HAM

HMLFeature
Selection

DFIR ML HUNT

Raw
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Feature
Engineering
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Source:
https://towardsdatascience.com/extreme-rare-event-classification-using-autoencoders-in-keras-a565b386f098

AutoEncoders for Anomaly Detection 
DFIR ML HUNT
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AutoEncoders for Anomaly Detection
DFIR ML HUNT

EventID: 200

Computer: mycomputer

AtName: TaskRegisteredEvent

TaskName: Task01 

AtUserID: S-1-5-211234…

ActionName: program02_exec

Hostname: mycomputer

. . . 

. . . 

. . . 

. . . 
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Standard (Vanilla) AutoEncoders
DFIR ML HUNT

The elephant VS the cat
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LSTM AutoEncoder
DFIR ML HUNT

The right cat at the wrong time
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Inject Attack With ADAM –
The DS4N6 ADversAry eMulator

DFIR ML HUNT
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Evaluate Detection
DFIR ML HUNT

Long Short-Term Memory AutoEncoderSimple AutoEncoder
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D4ML Methodology Workflow

Identify & Research 
Techniques

Map Techniques to 
Artifacts / 
Detection 

Techniques

Select / Collect 
Artifacts

Process Artifacts

ML Design
Inject Attack With 

ML
Evaluate DetectionFine-Tune ML

Apply ML 
functions

Load data Pivoting

DFIR

ML

ML - HUNT

CTI Platform 

Manual Analysis
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Pivoting and MISP/Manual analysis DFIR ML HUNT

Evtx File List [ Other Arts. ]
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DEMO Technique & Artifacts

We will focus our search on MITRE T1053.005 (Scheduled Tasks)
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DEMO Data

EVTX: 
TaskScheduler/Operational.evtx – EventIDs: 106, 140, 200, 201

File Listing (fls / mactime): 
C:\Windows\System32\Tasks\

30 days of real world 
production server data

100
servers

SolarWinds Scheduled Tasks injected in real world data 

224,206
events

23,810,954
files
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Analyst Capabilities (Resources)

I have capabilities (analysts) to analyze 
the top 100 anomalies

I will detect the SolarWinds 
Attack if the malicious task is in 

the top 100 anomalies
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Demo Phases

1. “Feel the Vanilla Autoencoder Force”
• Unique combination of features (time not taken into account)
• Artifacts:  evtx - ScheduledTasks/Operational - 200

2. Vanilla AutoEncoder on T1053.005 evtx + PIVOTING ON file listing
• Unique combination of features (time not taken into account)
• Artifacts: 

1. evtx - ScheduledTasks/Operational – 106, 140, 200, 201
2. File Listing (fls/mactime): C:\Windows\System32\Tasks 

3. LSTM AutoEncoder
• Unique combination of features + Time Sequence
• Artifacts: evtx - ScheduledTasks/Operational – 106, 140, 200, 201
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Demo Phase 1 
Feel The ‘Vanilla Autoencoder’ Force

Characteristics
Vanilla Autoencoder 

• Unique combination of features (time not taken into account)
• Artifacts:    

• evtx - ScheduledTasks/Operational - 200
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1. Very Unique -> Top 30

2. Not So Unique -> Top 300

3. Average -> Top 3000

Demo Phase 1 
Feel The ‘Vanilla Autoencoder’ Force
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Phase 2
Solarwinds - Vanilla Autoencoder On T1053.005 
Evtx + PIVOTING ON File Listing

Vanilla Autoencoder on T1053.005 evtx + PIVOTING ON file listing
(This represents the 20% top anomalies)

• Unique combination of features (time not taken into account)
• Artifacts: 

1. evtx - ScheduledTasks/Operational – 106, 140, 200, 201
2. File Listing (fls/mactime): C:\Windows\System32\Tasks

What we will do:
1. Find anomalies on the ScheduledTasks/Operational evtx
2. Filter the full file system list for all 100 servers to select only the files related to the 

anomalies
3. Find anomalies in that subset of files
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Demo Phase 2 – Solarwinds – Results – Individually 

Unique Task evtx events: 8,465

Detection: Top 2000 

Unique Task files: 6,593

Detection: Top 2000 
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Demo Phase 2 – Solarwinds – Results  – Pivoting 

Unique Task files: 6,593

25% Task evtx anomalies:     2,116

Pivoting filtered Task  files:      735

Detection: Top 100 
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Phase 3
Solarwinds - LSTM Autoencoder

LSTM AutoEncoder
• Unique combination of features + Time Sequence
• Artifacts: 

• evtx - ScheduledTasks/Operational – 106, 140, 200, 201
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Phase 3 - Results

After this process, we can PIVOT as we did on Phase 2 (if needed)

Unique events: 224,206

Detection: Top 10 -> ACTUALLY 0 !!! 
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Summary

Everything you've seen here is open 
source
The processing is based on open source 
tools (Plaso, etc.)

The ds4n6_library is open source 
and allows you to apply this 
methodology to multiple types of 
artifacts

All the analysis you've seen has 
been performed on Real World 
Data from a partnering Fortune 500 
company. SO IT WORKS!

We want ML to become one more 
tool in your arsenal
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AI IS NOT MAGIC 

But it is a POWERFUL WEAPON for DFIR
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Download the 
DAISY VM (or 
Install Anaconda)

Apply

Learn DS/AI 
foundations at 
ds4n6.io

Select ATT&CK 
Techniques & 
Artifacts

Collect and 
process artifacts

Run ML Models 
on Processed 
Artifacts Data

• Review 
• Pivot 
• Repeat
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ds4n6.io

@ds4n6_io

DS4N6

one-esecurity.com

@One_eSecurity

One eSecurityThank You!

VISIT:

ds4n6.io/rsac21
for references & details


