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WHO AM I

Jess Garcia
@j3ssgarcia SANS Institute Senior Instructor for 20 years

Founder and CEO of One eSecurity
+25 years of experience in CybSec / DFIR

Global DFIR Lead for 15 years
one-esecurity.com

DS4N6 Project Lead since 2020
www.ds4n6.io



one-esecurity.com
ds4n6.io

3

So many technologies and vendors use Machine Learning

ML Today

But we know so little about how to use it …
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… And in the DFIR Real World?

Why don’t we have anything
available to DFIR in terms of
Machine Learning?



Our Mission
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Our DS4N6 project aims to bring Data Science and Artificial 
Intelligence to the footprints of the average Forensicator, 

transforming you into an AI-enhanced forensic/threat hunter, 
incorporating AI into your DFIR arsenal, and furthering 

advancements in the field.
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DS4N6: The road so far SINCE 2020
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Oooooh... ML is not good at detecting Malicious Activity! :(

ML is good/ 
useful at

Used for

• Understanding the Big 
Picture

• In complex scenarios
• With many variables
• In a very specific field

• Classification
• Clustering
• Prediction
• Noise Filtering

• Anomaly Detection

TH DFIR CTI

ML for DFIR

Hunt  
Evil?
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Methodology Overview

Reg
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EDR

DFIR Tools

CHRYSALIS
.HAM

AnomalyML

D4ML
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TODAY BIG QUESTION
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Would we be able to detect

AN UNKNOWN ATTACK
e.g. CONTI

Without IOCs
Just by Multi-Artifact ML Anomaly Analysis
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D4ML Methodology Workflow
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D4ML Methodology Workflow
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Select techniques DFIR ML HUNT

TA0001: Initial Access 
T1078.003: Malicious Logons

TA0003: Persistence
T1053.005: Scheduled Tasks

TA0005: Defense Evasion
T1218: System Binary Proxy Execution

one-esecurity.com

ds4n6.io

TOP 7

TOP 2
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Research Techniques T1053.005 DFIR ML HUNT
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https://www.sans.org/security-resources/posters/dfir/hunt-evil-165
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DFIR ML HUNTResearch Techniques T1053.005
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https://www.sans.org/security-resources/posters/dfir/hunt-evil-165


Map Techniques to Artifacts / 
Detection Techniques
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DFIR ML HUNT
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Collect / Process Artifacts

EDR

Forensic  
Agent

JSON / CSV
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SIEM

DFIR ML HUNT

one-esecurity.com

ds4n6.io



D4ML Methodology Workflow
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DS Harmonization (HAM) vs
ML Feature Engineering (HML)
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DFIR ML HUNT
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Source:
https://towardsdatascience.com/extreme-rare-event-classification-using-autoencoders-in-keras-a565b386f098

AutoEncoders for Anomaly
Detection
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DFIR ML HUNT
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DFIR ML HUNTAutoEncoders for Anomaly
Detection
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Standard (Vanilla) AutoEncoders
The elephant VS the cat
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DFIR ML HUNT
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LSTM AutoEncoder
The right cat at the wrong time
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DFIR ML HUNT
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Inject Attack With ADAM –
The DS4N6 ADversAry eMulator
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DFIR ML HUNT
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Evaluate Detection

Long Short-Term
Memory AutoEncoder

Simple AutoEncoder
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DFIR ML HUNT
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D4ML Methodology Workflow
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Optional Pivoting and 
MISP/Manual analysis
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DFIR ML HUNT
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Detecting CONTI with ML

Based on real events
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Global Company
The attack could spread

CONTI
TOP Threat Actor from Russia

using Cobalt Strike

Worldwide Scope
5k Servers + 350 DCs + 12k 

Laptops

The Ransomware Attack
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III Encuentro ENS 
‘Ransomware: lecciones desde las trincheras ‘:
one-esecurity.com/ens21

II Jornadas STIC Capítulo Colombia 
‘Desde las trincheras: Sobreviviendo a una intrusión avanzada de ransomware’ 
‘Sobreviviendo a una intrusión avanzada de ransomware: Claves de éxito’
one-esecurity.com/sticco22

IV Encuentro ENS 
‘Desde las trincheras: Threat Hunting – Cazando y luchando
contra los adversarios ‘:
one-esecurity.com/ens22
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SOC Alert!

Pre-Ransomware
tools found

5 infected hosts Possibly spread5 days since intrusion

The Breach. Day 0
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We will detect the intrusion in different phases

TA0001: Initial Access 
T1078.003: Malicious Logons

TA0003: Persistence
T1053.005: Scheduled 

Tasks

TA0005: Defense Evasion
T1218: System Binary Proxy 

Execution

Detecting Cobalt Strike with prefetch

New Lethal Forensicator Technique!

Detecting The Enemy
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Summary

Everything you've seen here is
open source
The processing is based on open
source tools (Plaso, etc.)

CHRYSALIS is open source and 
allows you to apply this 
methodology to multiple types
of artifacts

All the analysis you've seen has 
been performed on Real World 
Data from a partnering Fortune 
500 company. SO IT WORKS!

We want ML to become one
more tool in your arsenal
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All the details about this talk:

ds4n6.io/umacv22

Jess Garcia
@j3ssgarcia

ds4n6.io

@ds4n6_io

DS4N6

One_eSecurity

One eSecurity

THANK YOU

one-esecurity.com
In collaboration with:
• Beatriz Padilla
• David Contreras
• Luis Cortes Ferre


