
1

Data Science for 
Digital Forensics & Incident Response

Jess Garcia
One eSecurity – Founder
SANS – Senior Instructor

jess@one-esecurity.com - @j3ssgarcia

David Contreras
One eSecurity – Product Owner 

and Senior Forensic Analyst

dcontreras@one-esecurity.com - David Contreras



#ODSC www.one-esecurity.com | www.ds4n6.io

$ whoami

Jess Garcia

@j3ssgarcia 

2

Senior Instructor at the SANS Institute
~ 20 years

Founder and CEO of One eSecurity
25 years of experience

Global DFIR company
15 years

Leader of the DS4N6 project
www.ds4n6.io
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Senior Forensic Analyst
~ 7 years of experience

Product Owner at One eSecurity

DS4N6 Project Forensicator
www.ds4n6.io

David Contreras
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DFIR
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Forensic Investigation

Answer the 5Ws

Who
What
When
Where
Why

Hypothesis
Investigation

Lines
Evidence

Acquisition

Artifacts
Analysis

Check the Most
Probable 

Hypothesis
Reports
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Windows Artifacts Categories

Download the SANS poster here: https://www.sans.org/posters/windows-forensic-analysis/

5



#ODSC

• Parse logs and artifacts
• Correlated supertimeline

• FLS: lists files and directories
• Mactime: timeline based on FLS 

Windows Forensic Tools

plaso

fls & 
mactime

https://github.com/log2timeline/plaso

https://github.com/sleuthkit/sleuthkit

SANS Faculty DFIR Tools

Find more free SANS tools:
https://www.sans.org/img/free-faculty-tools.pdf 

Other Open Source Tools
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Comercial Tools
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Intro to Data Science

Used in Finance, Medicine, Marketing, Retail...

And many more!

So... What about using it on DFIR?

Analyze
faster

Scalable

Flexible Visualization
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Jupyterlab
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Doing DS on the Cloud:                        &

Visit bit.ly/3Ff2VOm Or scan the QR 
code to test the DS4N6 repository 

9



#ODSC www.one-esecurity.com | www.ds4n6.io

Data Structures: Dataframes
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Data Structures: Dictionaries
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Pandas

• Most used DS library 
in Python

• Other commonly used 
are:

▪ Numpy

▪ SciPy

▪ Scikit-Learn

▪ Keras

▪ Matplotlib
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Matplotlib

Other visualization libraries:
• seaborn
• plotly
• bokeh
• NetworkX
• altair
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DS4N6. The Road So Far

CHRYSALIS D4ML HAM

ADversAry 
eMulator DAISY VM
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CHRYSALIS

For more information, visit https://www.ds4n6.io/tools/chrysalis.html
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www.ds4n6.io/daisyDAISY
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The Case: The Stolen Szechuan Sauce

Read the whole case here: 

https://dfirmadness.com/the-
stolen-szechuan-sauce/

• The FBI contacts us: our secret Szechuan Sauce recipe is on the 
Dark Web 

• The recipe was on the Domain Controller. There are more 
interesting files in the share

• We receive the Domain Controller disk, an affected desktop 
computer disk and memory and a pcap with the network 
traffic of the attack date

• The computers were in Colorado (UTC -6)
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We need to find out WHO, 
WHEN and HOW did it!
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The Case: The Stolen Szechuan Sauce Case

Devices

Desktop DC

Desktop

Network

Tools Parsed 
Artifacts

CHRYSALIS

Read Data

• xread()

Other 
Libraries

Analyze Data

• xmenu()
• xanalysis()
• xgrep ()

• Pandas
• Numpy
• Matplotlib

• pd.read_json()
• pd.read_csv()

www.one-esecurity.com | www.ds4n6.io 18



All the details about this Workshop:

ds4n6.io/odsceast22

ds4n6.io

@ds4n6_io

DS4N6

one-esecurity.com

One_eSecurity
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