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Forensic Investigation

Answer the 5Ws
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DS4N6

Windows Artifacts Categories

_Last Visited MRU Thumbs.db Vista/Win7 Thumbnails 3 ~ Win7 Recycle Bin | Index.dat fil
pescrpoon: - Descrption- \ | oeseripton

Created for FOR408 - Windows Forensics - SANS
Digital Forensics and Incident Response faculty Bacriptios

created the “Evidence of..” categories to map a Deleted ¢ e
B e
specific artifact to the analysis question that it e ‘

F“e " e f 3 = : ’; j - - - . - will help to answer. Use this poster as a cheat- I File or File
/ Knowledge

| XP Search - ACMRU Win7 Search —
| oescripton: 1Q:

y

Open/Save MRU E-mail Attachments Skype History Index.dat/ Places.sqlite Downloads.sqlite
Descrpoon

sheet to help you remember where you can

Download

discover key items to an activity for Microsoft
Windows systems for intrusions, intellectual

property theft, or common cyber-crimes.
Proper digital forensic and incident response

Prefetch Services Events ‘ VERIAIWInZ et o o i A
S : analysis is essential to successfully solving complex
cases today. Each analyst should examine the
artifacts and then analyze the activity that they
Program &5 , - : .
oy —— AL I racaten o - - . - ; 3 = describe to determine a clear picture of which
¢ - ey & user was involved, what the user was doing, when

UserAssist RunMRU Start->Run

Execution e ‘ : Y s i : : -
5 : i - e - = 3 they were doing it, and why. The data here will
aid you in finding multiple locations that can help

substantiate facts related to your casework.

First / Last Times Volume Serial Number Drive Letter and Shortcut (LNK) Files
L. Volume Name
e i = Descripun:
Gt
Lacaon: x>

Key Identification P&P Event Log
Oe:

USB or
Drive
usage B e e e ot et o

Each of the rows listed will describe
a series of artifacts found on a
Windows system to help determine
if that action occurred. Usually
oD a3 e e % multiple artifacts will be discovered

';;. e R : that will all point to the same
activity. These locations are a guide
to help you focus your analysis in the|
right areas in Windows that could aid
you in answering simple questions.

Last Password Change Success / Fail Logons Logon Types RDP Usage
a specc e oo QRN s s e e e o s

senpem rootso Sysem

S e kv egen

Description: iption: i

S apahiot n thme" f what o iser was locking at orane

T

Location: internet Explorer X e . e sz
x pror -

i ocal Setemg sty Histary & — L

Sstany rasiory Lt i Location: Internet Explorer
w7 2 — P uuse promeitocal Setemg Temporary Itermet Fdes Corkem 65
[t winz o

[P P —————

Locati
Location: internet Explorer i Agxication Datan M Frcso o
okeie Location: Firefox

xe + interpretation:
W7 ST AP LA SRS T PR A3 kL St e e cacn e

Win? S ot A posts oing ot Frc
e e A ert Gesa Co s e
etaum piaces

Download the SANS poster here: https://www.sans.org/posters/windows-forensic-analysis/
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Windows Forensic Tools

* Parse logs and artifacts
Correlated supertimeline

https://github.com/log2timeline/plaso ﬁ‘

~N

FLS: lists files and directories
Mactime: timeline based on FLS

fls &

https://github.com/sleuthkit/sleuthkit

mactime

~
£  nsane

Eric Zimmerman's

SANS Faculty DFIR Tools

S SIFT

WORKSTATION

MANN

Find more free SANS tools:

st://www.sans.org/img/free-facuIty-tools.pdf /

#ODSC

DS4N6

6ther Open Source Tocb

)
¥ (&ERR
Velociraptor

() imesketen \/‘OWLWY

ACCESSDATA

ForensicToolkit (FTK)

Forensie

v
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DS4N6

Intro to Data Science

Analyze
faster

Scalable

Flexible Visualization

Used in Finance, Medicine, Marketing, Retail...

And many more!

So... What about using it on DFIR?

#ODSC www.one-esecurity.com | www.ds4n6.io 7 (GE)
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Jupyterlab

File Edit WView Run Kemel Tabs Settings Help

(@}

+ * c

L]
FAVORITES
o B 0-links

B 0-links-neva-local

B+ ¥

[ B 0-templates
FILE BROWSER
m / -+ /0O-links / szechuan_ds4n6 / i
Name - Last Modified

%
M I notebooks

amonth ago

0 B 22 @ Python 3| Idie

#ODSC

"l szechuan_00_imports_case_ X

A| dcO1_00_imports_comp_var X

oo » = C »

IMPORTS & INIT

Code v 1

# Data Science Imports

import numpy as np

impert pandas as pd

import matplotlib.pyplot as plt

# GUI Imports

import qgrid

frem IPython.display impert display, Markdown
#import ipynb path

# Visualization

import matplotlib.pyplot as plt

import seaborn as sns

import pandas bokeh

from bokeh.io import output notebook, show

frem bokeh.plotting import figure, output file, show

# DFIR Imports

from timesketch_api_client import client
from timesketch_api_client import config
import timesketch api client

# DSING

import ds4n6_lib.d4 as d4
import ds4n6_lib.common  as d4com
import ds4n6_lib.autoruns as d4atrs
import ds4n6_lib.fstl as dafstl
impert ds4n6_lib.plaso as d4pl
import ds4n6_lib.kansa as ddksa
impert ds4n6_lib.kape as ddkp

import ds4n6_lib.evtx as ddevix
import ds4n6_lib.mactime as d4mctm
import ds4n6_lib.unx as d4unx
import ds4n6_lib.utils as ddutl
impert ds4n6_lib.gui as ddqui
import ds4n6_lib.ml as d4ml

import ds4n6_lib.tshark as d4tshrk
import ds4n6_lib.flist as daflst

from ds4né_lib.common import analysis

frem ds4né lib.common import anl

from ds4né_lib.common import whatis

frem ds4n6 lib.common import find anomalies
from ds4né_lib.unx import xgrep

from ds4né_lib.gui import xread

from ds4né_lib.gui import xmenu

from dsané_lib.gui import xdisplay

frem ds4né lib.gui impert xanalysis

# Standard pvihon imports

Saving completed

: File Edit WView Run Kemel Tabs
+ L
|
FAVORITES
© moinks

B 0-links-neva-local

B O-templates

FILE BROWSER

M/ - /0-inks / szechuan_ds4n6 /
Name

B notebooks

(2]
k-]
O

0 M 22 & Python3|ldie

Mode: Command @
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Help
(&

w
Last Modified

amonth age

Lnl, Coll

DS4N6

| find_anomalies_testing.ipynt x

B+ X

ml.py X
Code ~

0 M » = C »

Epoch 4/10
9406/9406 [ 1-8
Epoch 5/18
9406/9406 [ 1 - &
Epoch 6/10
9406/9406 [ 1 -8
Epoch 7/10
9406/9406 [ 1 -8
Epoch 8/10
9406/9406 [ 1 -8
Epoch 9/10
9406/9406 [ 1-8
Epoch 18/16
9406/9406 [ 1 - &

I

B67us/step - loss: 0.2824

Iy

B857us/step - loss: 0.2283

Iy

85lus/step - loss: 0.1840

Iy

837us/step - loss: 0.1492

I

846us/step - loss: 0.1231

I

812us/step - loss: 0.1044

Iy

830us/step - loss: 0.0918

- Training End:  2021-18-22 11:41:38

- Models: ['model_5']
- Losses: [0.09179588407278061]
- Min. Loss: 0.09179588407278061

- Min. Loss Model: model 5
PREDICTIONS

- Setting autoencoder to min loss model: model 5
- Input DF Shape: (300964, 5) -> (300964, 5)
- Running predictions...
+ Start: 2021-10-22 11:41:38
+ End: 2021-10-22 11:41:41
None
- Error Threshold: @ (Auto-calculated - Top 15)
- Mo.Anomalies: 380964
- RUN ID: 20211022114013
035

0.30

025

0.20

0.15

0 50000 100000 150000 200000 350000 300000

Saving completed

szechuan_00_imports_case_variables.ipynb
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DS4N6

Doing DS on the Cloud: @ binder &

« C @ QO B https://hub.gke2.mybinder.org/user/ds4né-jupyter_notebooks_basics-5aktutmF/lab, kspaces/auto-c & Lom @ =
Z Fie Edt View Run Kemel Tabs Settings Help

3 Cc [ Launcher %

L]
Q
° L2 |E| Notebook
= Name - Last Modified
" | [ an2polivie-fis.ipynd 22 days ago
» [W] imports.ipynb 22 days ago ﬁ
[A] musctf19-fstiipynb 22 days ago
[W] musctf19-plaso.ipynb 22 days age Pymen3 Welcome To Colaboratory > Share £2 m
[ postBuild 22 days ago File Edit View Insert Runtime Tools Help
¥ README.md 224 .
m e g0 u Console _ | + Code + Text « Copy to Drive Connect ~ # Editing ~
[ requirements.ixt 22 days ago =
[W] szechuan-autoruns.ipynb 22 days ago
[A] szechuan-kape.ipynb 22 days ago a <
[A] szechuan-plaso-evex.ipynb 22 days ago ( J Wh at |S CO I a bo ratory')
[A] szechuan-volatility.ipyni 22 days ago Python 3 o
Colaboratory, or "Colab” for short, allows you to write and execute Python in your browser, with
Other » Zero configuration required
« Free access to GPUs
1 M « Easy sharing
= ¥ e B B | ,
Terminal Text File Markdown File Python Fie Show Contextual Whether you're a student, a data scientist or an Al researcher, Colab can make your work easier. Watch Introduction to Colab to learn more, or
e just get started below!
~ Getting started
The document you are reading is not a static web page, but an interactive environment called a Colab notebook that lets you write and execute
code.
For example, here is a code cell with a short Python script that computes a value, stores it in a variable, and prints the result:
ds i day = 24 * 60 * 60
Simple 0 Mo & Mem: 89.30/2048.00 MB 1] el A £ Chy

seconds_in_a_day

86400

Visit bit.ly/3Ff2VOm Or scan the QR -
code to test the DS4NG6 repository

#O DSC www.one-esecurity.com | www.ds4n6.io 9
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Data Structures: Dataframes

df.head()
System
D4 DataType D4 Orchestrator D4 Tool D4 Plugin_ D4 Hostname  EventRecordlD EventlD evixFileMame  ProviderName ProviderGuid > Version Level Task Opcode Keywords ProcesslD Threa
EventlD
Timestamp
Microsoft-
2020-09-18 . . ‘Windows- {54849625-5478-4994-
05:41:16 evh Mal plaso  windows_evix_record MaT 18 4524 Security.evtx Security- ASBA-3E3B0328C30D} 4624 2 0 12544 0 OwB020000000000000 660 £
Auditing
Microsoft-
2020-09-18 . ) ‘Windows- {54849625-5478-4994- |
05:41:17 evhx MNaN plaso  windows_evib_record NaT 47 4624 Security.evtx Security- ASBA-3E3B032BC30D} 4624 2. 0 12544 0 0x8020000000000000 660 |
Auditing
Microsofi-
2020-09-18 - . ‘Windows-  {54549625-5478-4994- -
05:41:17 evix MNaN plaso  windows_evix_record NaT 50 4624 Security.evtx Security-  ASBA-3E3B0328C300} 4624 2 0 12544 0 0xE020000000000000 660 |
Auditing
Microsoft-
2020-09-18 - ) ‘Windows-  {54549625-5478-4994- .
05:41:18 evh Mal plaso  windows_evib:_record MNaT 51 4624 Security.evx Security- ASBA-3E3B032BC300} 4624 2 0 12544 0 OwB020000000000000 660 i
Auditing
Microsoft-
2020-09-18 . ) ‘Windows- {54849625-5478-4994- .
05:41:18 evtx MNaN plaso  windows_evib_record NaT 54 4624 Security.evtx Security- ASBA-3E3B032BC30D} 4624 2 0 12544 0 0x8020000000000000 660 |
Auditing

#ODSC www.one-esecurity.com | www.ds4n6.io 10 (%)



DS4N6

Data Structures: Dictionaries

pldfs_srv.keys()

dict keys(['windows registry installation', 'windows registry userassist', 'windows_ lnk_link', 'fs_stat', 'olecf _item', 'pe_compilation compilation_time', 'windows registry key value',

'windows_shell _item file entry', ‘windows distributed link tracking creation', 'task_scheduler_task cache entry', 'windows ewtx record', 'windows registry network’, 'fs _ntfs_usn_change

', 'setupapi log line', 'windows registry run', 'windows registry msie zone settings’, 'windows registry mount points2', 'windows registry bagmru', 'windows registry boot execute', ‘win
dows registry timezone', 'windows registry service', 'windows registry winlogon®, 'windows registry sam users', 'olecf dest 1list entry', 'msie webcache container', 'windows registry mru
list', 'msie webcache containers', 'windows_registry shutdown®, 'windows registry wsb', ‘'windows registry typedurls', 'windows registry mrulistex', ‘windows metadata deleted item', 'win
dows_registry mstsc_connection', 'windows_registry mstsc mru', 'pe_import_import_time'])

l [113]: xmenu(pldfs_srv)
pldfs srv['task scheduler task cache entry']['Timestamp ']1.iloc[@] DataFrame visualization menu:

Timestamp('2013-08-10 14:48:44,446487") Select DataFrame

Selected dataframe
pldfs_srv['task _scheduler task_cache entry'l[['Timestamp_','task name']].iloc[@:10]

Timestamp_ task_name [113]: =ds4n6_lib.gui.(

0 2013-08-10 14:48:44.446487 Plug and Play Cleanup

1 2013-08-16 14:48:44.477735 Sqm-Tasks

2 2013-08-16 14:45:44.649610 SynchronizeTimeZone

ompilation_time

3 2013-08-17 14:48:44.758985 KemelCeipTask g

4 2013-08-18 14:48:43.837110  SmanScreenSpecific setupapi_log_line

5 2013-08-18 14:48:44.743361 AnalyzeSystem

6 2013-08-18 14:48:44.758985 UshCeip

7 2013-08-19 14:48:44.087110 SQM data sender

8 2013-08-19 14:46:44.149611 SynchronizeTime i i el ]

9 2013-08-19 14:46:44.321488 Metadata Refresh S EEImIT
#O DSC www.one-esecurity.com | www.ds4n6.io 11
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Pandas

df.loc["2020-69-18 05:41:16":"2020-09-18 05:41:18", ["TargetUserSid", "Computer"]]

TargetUserSid Computer

* Most used DS library Timesamp

. 2020-09-18 05:41:16 5-1-5-18 WIN-2IH1TBBSI4Q _
df['Computer'].ilocl[@]
N y on 2020-09-18 05:41:17 5-1.5-18 WIN-2IHITEBI4Q

2020-09-18 05:41:17 5-1-5-96-0-0 WIN-2IHITBBOIAQ "WIN-2IH1TBBOI4Q"

2020-09-18 05:41:18 5-1-5-20 WIN-2IH1ITBBSI4Q

e Other commonly used PR YTy p—
are:

| Numpy df.query('TargetUserSid == "S-1-5-18""').head()

j Name SubjectD: inh SubjectLogonid TargetUserSid TargetUserName TargetDomainName TargetLogonld @CorrelationActivitylD LogonType LogonProcessName

= SciPy

. . - - 0x0000000000000000 5-1-5-18 SYSTEM NT AUTHORITY  0x00000000000003e7 <hA= o -
= Scikit-Learn

{4B73C7CB-8DTE-
MINWINPCS =NA> 0x00000000000003e7 5-1-5-18 SYSTEM NT AUTHORITY 0x00000000000003e7 0001-15CA- 5 Advapi
T34BTEBDDGO1}

= Keras

{4B73CTCB-8DTE-

MINWINPCS <MNA> 0x00000000000003e7 S-1-5-18 SYSTEM NT AUTHORITY  0x00000000000003e7 0001-15CA- 5 Advapi
T34BTEBDDGO1}
|
= Matplotlib
a p O I {4B73CTCB-8DTE-
MINWINPCS <MNA> 0x00000000000003e7 5-1-5-18 SYSTEM NT AUTHORITY 0x00000000000003e7 0001-15CA- 5 Advapi
T34BTEBDDGO1}

{4B73CTCB-8DTE-
MINWINPCS <NA>  0x00000000000003e7 5-1-5-18 SYSTEM NT AUTHORITY 0x00000000000003e7 0001-15CA- 5 Advapi
T34BTEBDDGO1}

#O DSC www.one-esecurity.com | www.ds4n6.io 12
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Scatterplot with Histograms
displ vs hwy

Scatterplot with line of best fit grouped by number of cylinders

Customer Orders by Date and Value

Dste of orde:

Correlogram of mtcars

Bubble Plot with Encircling

Other visualization libraries: - f
* seaborn N 5
* plotly - o
* bokeh . J

* NetworkX i e

* altair : |

#O DSC www.one-esecurity.com | www.ds4n6.io 13
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DS4N6. The Road So Far
/

\\

THE ROAD 80 FAR

NS
:xﬂss

ADversAry
k eMuIator DAISY VM /
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CHRYSALIS

Function Usage
whatis()  whatis(obj)
xread() xread (options)

xmenu()  xmenu(obj)

Xa nulysis(] xanalysis(obj,
options)

xdisplay() xdisplay()
simple()  dfsimple(options)

xgrep() xgrep(obj, options)

DS4N6

Type Description

CL

Identifies the forensic data type of an object (DataFrame -df- or DataFrame Collection -dfs-)
Reads tool output data (e.g. plaso output) and stores it in a df/dfs

Used to easily select a dataframe from dfs, or a column from a df, displaying the selected data and allowing manual
(Excel-like) analysis on it

Displays a menu with the advanced analysis functions available for the data type (i.e. forensic artifact) given

Used to select the display settings for the dataframes that will be displayed (max. rows, max. columns, etc.)
Simplifies forensic output (df) showing only the most interesting columns for analysis.

UNIX-like grep for the DataFrame world. Allows the user to search for a regular expression in a DF column or full DF

For more information, visit https://www.ds4n6.io/tools/chrysalis.html

#ODSC
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Computer
ds4né_lib-

" . Essentials.pdf

ds4n6's Home

@ Getting_started.txt
Network Servers A -~
5 )

Get Jupyter Token

Notebooks
JupyterLab

? TimeSketch

DAISY-Cheat_Sheet.

pdf -

ds4n6_lib-Cheat_
Sheet.pdf

ds4n6_lib-Core!
Functions.pdf

@ veu ) 90
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DS4N6

The Case: The Stolen Szechuan Sauce

* The FBI contacts us: our secret Szechuan Sauce recipe is on the
Dark Web

* The recipe was on the Domain Controller. There are more
interesting files in the share

*  We receive the Domain Controller disk, an affected desktop
computer disk and memory and a pcap with the network
traffic of the attack date

* The computers were in Colorado (UTC -6)

We need to find out WHO,
WHEN and HOW did it!

Read the whole case here:
https://dfirmadness.com/the-
stolen-szechuan-sauce/

#ODSC www.one-esecurity.com | www.ds4n6.io 17 (q‘@)
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The Case: The Stolen Szechuan Sauce Case

/ Devices

\ Network

~

J

#ODSC

-

Tools

~

-

MFT

Parsed \

Artifacts

m Other
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CHRYSALIS Libraries
4 Read Data -
. e pd.read_json()
xeadi) * pd.read_csv()
\- Y,
4 Analyze Data )
* xmenu() « Pandas
* xanalysis() * Numpy
° Xgre  Matplotlib
B p () p !

18 (ONe)
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