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Our Objective

Would you be able to Detect a Stealth
Adversary moving through the network? 
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This is a tough challenge due to the 
inherent noise of non-malicious 

activity
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In past RSAC editions …

We used ML to find anomalous/malicious logons
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www.ds4n6.io/rsac22

TOP 100 MALICIOUS EVENTS

http://www.ds4n6.io/rsac22
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Hunt Evil: Lateral Movement
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Remote Desktop

Map Network Shares (net.exe)

PsExec

Schedule Tasks

Services

WMI/WMIC

PowerShell Remoting

https://www.sans.org/posters/hunt-evil/

https://www.sans.org/posters/hunt-evil/
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Hunt Evil: Lateral Movement
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SOURCE DESTINATION

Remote Desktop

Source: SANS DFIR Poster – Hunt Evil (v4.10_02-23)
https://www.sans.org/posters/hunt-evil/

https://www.sans.org/posters/hunt-evil/
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Hunt Evil: Lateral Movement
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WMI/WMIC

SOURCE DESTINATION

https://www.sans.org/posters/hunt-evil/
Source: SANS DFIR Poster – Hunt Evil (v4.10_02-23)

https://www.sans.org/posters/hunt-evil/
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Sabonis
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https://github.com/jupyterj0nes/sabonis

Digital Forensic and Incident Response 
Pivoting Tool

Relevant 
Lateral 

Movement 
information 

evtx

proxy

PCAP

🔍 Extracts and merges LM from 7 different EVTX files
🔍 Parses Squid proxy events
🔍 Extracts all LM from PCAP files
⚡ Quick and low memory comsumption
📑 Loads different sources into a Neo4J database
🔍 Includes a Cypher Playbook to make investigations easy

https://github.com/jupyterj0nes/sabonis
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The New Challenge

• How to detect Anomalies at 
Scale?

• How to detect Lateral Movement
in a network with hundreds or 
thousands of nodes?
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Threat Actor: Lateral Movement

10

…

…

…… … ……………

usr:bob
usr:anne

usr:joyusr:carol usr:lee

usr:sean usr:paul usr:kathy
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THE POWER OF GRAPHS
All you need are graphs



#RSAC

What is a graph?
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NODES EDGES

FEATURES
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What are graphs for?

Time series
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Images Networks
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Lateral Movement on Graphs
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USERS

SYSTEM EVENTS

User Name

Event ID

…

Time Stamp

DFIR

GRAPHS
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Graph Algorithms
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Clustering

Centrality

Search

Pathfinding

https://www.oreilly.com/library/view/graph-algorithms/9781492047674/

https://www.oreilly.com/library/view/graph-algorithms/9781492047674/
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Graph Tools
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Graphical visualization 
& analysis 

Event filtering

Querying data
Logon 

processing

Graph 
database

Graph algorithms
Machine 
Learning



#RSAC

Neo4j
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Graph Data Base Management System

Graph Visualization Platform

Graph Data Queries 

Graph Algorithm Catalogue

ML for Graphs

https://neo4j.com/product/neo4j-graph-database/

https://neo4j.com/product/neo4j-graph-database/
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Neo4j: Data Loading
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Convert .evtx to .csv
Import data & create 

a graph data map
Make queries & 

processing

https://www.oreilly.com/library/view/hands-on-graph-
analytics/9781839212611/

https://www.oreilly.com/library/view/hands-on-graph-analytics/9781839212611/
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Neo4j: Lateral Movement Analysis
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Examine 
graph

Determine 
queries 

and paths

Select 
potential 

nodes

Examine 
logs

https://www.sans.org/white-papers/39030/

https://www.sans.org/white-papers/39030/
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UserLine
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Get last shutdown event

Get last event

Get logon relations between 
two dates (csv, json, Neo4j)

Logon Events

• WORKSTATION_UNLOCKED=4801 

• SCREENSAVER_DIMISSED=4803

• LOGON=4624

• LOGON_EXPLICIT=4648

• SESSION_RECONNECTED=4778

Logoff Events

• WORKSTATION_LOCKED=4800

• SCREENSAVER_INVOKED=4802

• SHUTDOWN=4609

• LOGOFF=4634

• SESSION_DISSCONECTED=4779

• LOGOFF_INITIATED=4647

https://github.com/THIBER-ORG/userline

https://github.com/THIBER-ORG/userline
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Initial Problem

Would we be able to detect Lateral 
Movement in complex networks?
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WE NEED AUTOMATIZATION

For large amounts of data, visual 
analysis may NOT be effective.
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Initial Problem

Would AI / ML help in 
this intense and time-

consuming task?
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MACHINE LEARNING FOR GRAPHS
Stronger Together
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The Challenge

Most of the existing ML algorithms are specialized 
in simple data types

24

vs



#RSAC

Graph Data

25
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https://www.khanacademy.org/computing/computer-
science/algorithms/graph-representation/a/representing-graphs

https://www.khanacademy.org/computing/computer-science/algorithms/graph-representation/a/representing-graphs
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Node Embedding

26

Map nodes in a graph to numerical features

Classical ML ModelsNode Embedding

https://towardsdatascience.com/graph-embeddings-how-nodes-get-mapped-to-vectors-2e12549457ed

https://towardsdatascience.com/graph-embeddings-how-nodes-get-mapped-to-vectors-2e12549457ed
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Graph Neural Networks
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GNN are a type of Neural Network capable of working 
with graph data structures

Graph Topology

Node Attributes

Graph Classification

Node/Edge Classification

Community detection

Graph Neural Network

Node/Edge Prediction

Anomaly detection

https://medium.com/@rtsrumi07/understanding-graph-neural-network-with-
hands-on-example-part-1-6e35d7fe2777

https://medium.com/@rtsrumi07/understanding-graph-neural-network-with-hands-on-example-part-1-6e35d7fe2777


#RSAC

Graph Neural Networks
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Graph Topology

Node Attributes

Graph Classification

Node/Edge Classification

Community detection

Graph Neural Network

Node/Edge Prediction

Anomaly detection

GNN are a type of Neural Network capable of working 
with graph data structures

https://medium.com/@rtsrumi07/understanding-graph-neural-network-with-
hands-on-example-part-1-6e35d7fe2777

https://medium.com/@rtsrumi07/understanding-graph-neural-network-with-hands-on-example-part-1-6e35d7fe2777
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Graph ML for Anomaly Detection
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DECODERENCODER

Graph 
Codification

How well are we able 
to rebuild the input?

GRAPH AUTO-ENCODER

Anomaly detection 
based on the 

reconstruction error
www.ds4n6.io/rsac21

http://www.ds4n6.io/rsac21
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Seq2seq ML Models

Seq2seq AUTO-ENCODER

ENCODER DECODER

err = 0.2 err = 0.6 err = 0.4

LSTM

TRANSFORMERS
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Tools for Graph Neural Networks

Take your data to 
CHRYSALIS and use 
the power of AI in 
your investigations.

31http://www.ds4n6.io/tools/chrysalis

http://www.ds4n6.io/tools/chrysalis
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DS4N6 Project

Our Mission: Bring Data Science & Artificial Intelligence 
to the fingerprints of the average Forensicator and 

promote advances in the field.
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Presented in …
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DS4N6.io
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Data Science & ML for 
DFIR Analysts

http://www.ds4n6.io

http://www.ds4n6.io/
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CHRYSALIS

Python framework that provides high-level DS/ML 
functions to support incident response tasks 
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With only 7 functions take your forensic analysis to the next level 
Identifies the forensic data type of an object (DataFrame –df– or DataFrame Collection –dfs–).whatis()

Reads tool output data (e.g. Plaso output) and stores it in a df/dfs.xread()

Selects a df from dfs, or a column from a df, displaying the selected data allowing manual analysis. xmenu()

Displays a mane with the advanced analysis functions available for the given data type (i.e. forensic artifact).xanalysis()

Used to select the display settings for the df that will be displayed (max. rows, max. columns, etc.).xdisplay()

Simplifies forensic output (df) showing only the most interesting columns for analysis.simple()

UNIX-like grep for the df world. Allows the user to search for a regular expression in a df column or full df.xgrep()
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DAISY

Ready to use DS Virtual Machine designed to carry 
out Data Science and Machine/Deep Learning 
Analysis on DFIR data
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Demo: Real Incident Data – Ransomware Attack
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Demo Data
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ML analysis performed with CHRYSALIS

Intrusion + Ransomware deployment
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Summary
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Graph analysis is a powerful tool to detect patterns of anomalous activity

Machine Learning applied in Graphs automates the analysis and detection of anomalies  

There are not many open source tools using ML in DFIR

DS4N6 is an open source project to bring the power of DS and ML to the community: CHRYSALIS, DAISY, 
etc.

The presented analysis shows how CHRYSALIS has been effective tool in real world incidents with FORTUNE 
500 customers



#RSAC

Download DAISY VM

Review DS/AI foundations at ds4n6.io

Collect lateral movement telemetry

Select the type of algorithm you want to use in CHRYSALIS

Run the ML models

Apply

40

Analyse the results
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All the details about this talk:

ds4n6.io/rsac23

Jess Garcia
@j3ssgarciads4n6.io

@ds4n6_io

DS4N6

@One_eSecurityONE/DS4N6 Research Team:
Mario Perez

Francisco Cortes - Beatriz Padilla

one-esecurity.com

one-esecurity

THANKS!!


